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Methods of checking wANAGING RisK

m Detecting errors during processes
m Monitor attempts of breaches

m Check whether activities are being done In
accordance with “PLAN”"

m Pro-active monitoring of trends to avoid
occurrence

m Effectiveness of planned corrective actions
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Methods of checking wasorvo sk ]

m Implement improvement programs or points

m Plan appropriate corrective actions and
oreventive actions

m Communicate the action points to the interested
participants

m Ensure the intended results are obtained after
the actions are implemented
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Methods of checking wANAGING RisK

m Conducting Internal audits
m Reqgular review of risk assessments

m Check at new incidences, technological trend,
changes In new reguirements

m Conducting management review

m Update plans after review
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Management review wasaonNG Rk g

m Scope and policy defined for planning &
Implementing ISMS

m Results of internal audits

m Feedback from interested parties

m Processes or tools to improve the efficiency of
security practices

m Any changes that could effect ISMS
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Management review ANAGING Rk

m Status of corrective and preventive actions

m Results of effective verification and future action
plans

m Follow-up action points from previous action
plans
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The audit process — ISO 19011 approach  vencrsk LT’E,

Communicate

Prepare Plan Communicate plan

Agree on scope 4

riteria Resarch * objectives
Scope A\
Reason ~ Inkiste CONDUCT Confirm programme details
FOLLOW-UP Opening meeting
Summary ' Explain audit output
NC's REPORT e

Recommendations Vertical

Time for corrective actions Audit Process Audit track Horizontal

V Random
)’ _

Explain findings vs.
Sampling

criteria and objective

Closing a meeting
Inspire for Improvement Time management

Questions
Listen
Requirement J 1ake notes
42 Info gathering Observe
Failure Writing a NC :
Veri
Evidence fy
Observation
Categorisation of Findings
NC Take notes
Noteworthy
efforts
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CheCk“St example " MANAGING RISK  [211}]

ACTIVITY : REFERENCES : DATE: DATE:
ltem| Requirement/ question Resp/Ref. Findings v[x
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Findings report

MANAGING RISK  [-1517

AUDIT — FINDING REPORT

Date:

Company/Department:

Ref Number:

Area under review:

Focus/Risk Area:

Category: Non-conformity - Mgor / Minor

* circle one

Observation

Note worthy effort

Requirement:

Clause No:

Control No:

Failing:

Evidence:

Action:

Close Date:

Auditor:
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DNV Loss Causation Model

LACK OF
CONTROL

Inadequate:
- Policy
- System

- Compliance

v
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BASIC IMMEDIATE
CAUSES CAUSES
Inadequate Substandard:
organisation - Acts
factors:
- Human - Conditions
- Process

- Hardware /

INCIDENTS

HES
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Undesired events:
- Defects
- Deviations

- Non-conformance

- Customer

- Possibilities

- Product

- Reputation
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